Hpuio:xkenne Ne2. UndopMannoHHas mnaMaTKa 1JI 00y4arOmUXCcs AJIA pa3MellleHusl Ha
opununaabHbIXx UHTEpHET-pecypcax

C KaXJbpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX AaKTHBHBIX IIOJb30BaTeneld PyHera. Mexny TeMmM, IOMHMO OIpPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa MmaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KomrmbroTepHbliii BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXEHHIO. B JomonHeHune K 3ToMy,
BHUPYCBHI MOTYT MIOBPEAUTD WJIH MOJHOCTHIO YHUUYTOXKHUTH BCe (hailiibl ¥ TaHHBIE, TOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3aIyIeHa 3apaXEHHas IporpaMmma, a TakKe MOBPEAUTh
WIH JJa)Ke YHUUYTOXKUTH OINEPallMOHHYIO CUCTEMY €O BceMH (ailiiamu B 1ienoM. B OonbiinHCTBE
CIIy4aeB paclpOCTPAHSIOTCS BUPYChl UYEPE3 UHTEPHET.

Mertoasl 3aIlUATHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Hcnonb3y#l cCOBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIUE CEPhE3HBIA YPOBEHb
3aIUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. IlocrossHHO ycTaHaBiMBai nauTd (UUGPOBBIE 3aIUIATKU, KOTOpbIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCS C LENBIO JOpaOTKH MPOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOEH
ornepalnoHHOM cucteMbl. CkaunBail X TOJBKO C OQUIMATIBHOTO caiiTa pa3padoTynKa
OC. Ecnu cyniecTByeT peuM aBTOMAaTH4YECKOr0 OOHOBIIEHUS, BKIIIOUH €I0;

3. Paborail Ha cBOeM KOMIIbIOTEpE IO/ IIPaBaMu I0JIb30BaTeNs, a HE aIMUHUCTPATOPA.
3T0 HE N03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHBIE ITPOrPAaMMHBIE TPOIYKThI U3BECTHBIX IIPOU3BOJUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuyb pU3NYECKHI TOCTYN K KOMIBIOTEPY AJISl HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHHE HOCUTEIN UH(DOPMAINK, TaKue Kak (hiIelka, TMcK win ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (hailsibl, MOJyuYEeHHbIE M3 HEHAIEKHBIX HMCTOYHUKOB.
Haxxe Te aiinbl, KOTOpble Mpucial TBOM 3HakoMblid. Jlyumie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 3T0 He BHJ nepenauyl JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHs, mapka. Emre
B 1991 rony Huaepnanackas kommnanus 3apeructpuponana Opern « WECA», uro o6o3Hayano
cioBocoueTanue «Wireless Fidelity», koTopblil mepeBoauTcs Kak «0ecripoBOAHAsS TOYHOCTY.

Jlo Hamiero BpeMeHM JolUIa JApyras a0OpeBHaTypa, KOTOpasl SIBISETCS TaKOW IKe
TexHoyorueit. 3to abopesuarypa « Wi-Fiyn. Takoe Ha3zBaHue ObLTO JaHO C HAMEKOM Ha CTaHAApPT
BBICIINI 3BYyKOBOU TexHukH Hi-Fi, 4To B mepeBo/ie 03Ha4YaeT «BBICOKASI TOUHOCTHY.

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX U adponopTax sBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpPHET. HO MHOTHE SKCIIEPThI CYUTAOT, 4TO 001IeocTymHbIe Wi-Fi

CETH HE SIBIISIOTCS 0€30IaCHBIMHU.

CogeTtsl 10 Oe3omacHOCTH paboTte B 00mea0cTymHbIX ceTsx Wi-fi:
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He mepenasaii cBoro nuuHyro uH(popmaiuioo depes obmiemoctynHeie Wi-Fi cern.
Pabotast B HuX, JKeaTesIbHO HE BBOJUTD MTAPOJIH IOCTYTIA, IOTHHBI U KAKHE-TO HOMEpa;
Hcnonb3yit u 0OOHOBIIANH aHTUBUPYCHBIE TPOrpaMMBbl U OpaHaMayep. TeM cambIM Thl
o0e3omacuib cedst OT 3aKaYKu BUPYyca HA TBOE YCTPOMCTBO;

IIpu ucnons3zoBanuu Wi-Fi otkmoun ¢ysknuto «OOmmi goctynm k daiinam u
npuntepam». JlanHas QYHKUOUS 3aKpbiTa 1O YMOJTYaHHIO, OJHAKO HEKOTOPHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIONIb30BaHUs B paboTe min yueoe;

He ucnone3yit myonuunsiii WI-FI ans mepenayn TUYHBIX JaHHBIX, HampuUMep s
BBIXO/Ia B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

Nnonp3yii Tonpko 3amuiueHHoe coeauHenue uyepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOunbHOoM Tenepone otkmoun Qyskuuioo  «lloakmouenne k- Wi-Fi
aBToMatuyecku». He gomyckail aBTOMaTu4eckoro noAKIIOUYEHUs yCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;MCZJZbele cemu

ConuasbHble CETH aKTUBHO BXOJAT B HAIlly )KM3Hb, MHOTHE JIFOAU PaOOTaIOT U XKHUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAp], YEJIOBEK, YTO SIBJISIETCS OIHOM
CeIbMOI BCEX JKUTENIeH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHs,
pasMelleHHas UMH B COLIMATIbHBIX CETAX, MOXKET ObITh HaifJleHa U WCIOJb30BaHA KEM YTOJTHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OcCHOBHBIE COBETHI IO O€30IaCHOCTH B COHAJIbHBIX CCTAX:

1.

2.

Orpanuub CHUcoK apy3eid. Y TeOsi B ApPy3bSX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuinaii cBOIO 4YacTHYIO >kM3Hb. He ykaswiBail mapoinu, TenedoHsl, agpeca, AaTy
TBOECTO POXACHUS W JPYTyI0 JHYHYI0 HWHGOPMANHIO. 3JIOYMBIIUIEHHHUKH MOTYT
UCIIONIb30BaTh Jake MH(OpPMALMIO O TOM, KaK Thl U TBOM POIUTENHU ILIAHUPYETE
IIPOBECTU KaHUKYIIbI;

3anumail CBOo pemnyTaluio - JepkKH €€ B YUCTOTE U 3aJaBail cede BOIpoc: XOoTel Obl
ThI, YTOOBI JAPyTrUe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [lomymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBaTh, HAMTKUCATh U 3arPYy3HTh;

Ecnu TbI rOBOpHILIB C JTIOABMH, KOTOPBIX HE 3HACILb, HE UCIIOIb3YH CBOE peabHOE UM
U IPYTYIO JIMYHYIO HHPOPMALMU: UM, MECTO KHUTEIbCTBA, MECTO yueObl U MPOYEe;
N3zberaii pazmenienus ¢potorpaduii B UuTepHeTe, r/1e Thl n300paxeH Ha MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

[Ipu perucrpanuu B COIMaIbHON CETH HEOOXOIUMO UCIOIb30BaTh CIOXKHBIE MTAPOJIH,
cocTosIMe U3 OyKB U IM(DP U ¢ KOTUIECTBOM 3HAKOB HE MeHee &;

Jlji couManbHOM CeTH, MOUThl U APYTUX CaTOB HEOOXOAMMO MCIONIb30BaTh pa3HbIe
naposiu. Torga eciu Te0s B3710MArOT, TO 37I0yMBIIUIEHHUKHU MOIYy4YaT JOCTYI TOJIbKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DnekmponHbvle OeHbU

DNeKTpOHHBIE JEHBI'M — ATO OYEHb YJIOOHBINA CTIOCO0 TIATEXeH, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHbIH.

3J'ICKTpOHHBIe JCHBI' IIOABHIIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocygapCTBax 40 CUX IIOP HE NPOMNHUCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe onr (pyHKIIMOHUPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, TJIe UX pa3AessioT
Ha HECKOJIbKO BUJIOB — AHOHUMHBIE U HE aHOHUMHBbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH onepanuu 0e3 wuaeHTU(UKALWK [OJb30BaTeNsi, a B
HEAaHOHUMHBIX UACHTU(DHUKAIIH ITOJIB30BATEIS SBISICTCS 00s13aTEIILHOM.

Taxoke cienyer pa3inyarh 3JIEKTPOHHBIE (pUaTHBIE ACHBIH (paBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEQHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3IEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3anHHblii TesnedoH MOMOXKET, eciau 3adyaeulb
CBOU IUIATEKHBIN MapoJib WK 3aiJC1Ib HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

2. Hcnonw3yii ogHopasoBsle naposu. [locie nepexona Ha yCUIIEHHYIO aBTOPHU3aLHIO Te0e
y>Ke He OyeT yrpoKaTh OIACHOCTb KPaXKH WJIU IepexBara IIaTeKHOro MapoJls;

3. Boibepu cnoxublii mapoisib. IlpectynmHukam OyAeT He NPOCTO yraaarh CIOXHBIH
napoib. HaznexHsle mapoau — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbBIE U MPONUCHBIE OYKBBI, IIU(PPHl U HECKOJIbKO CHMBOJIOB,
TaKWe KakK 3HaK J1ojuiapa, pyHra, BOCKIHUIATENbHBIN 3HaK  T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HAa caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHCl}l nodyma

DNeKTpOHHAs T0YTa — 3TO TEXHOJIOTHUS U PEJOCTaBIsIEMbIE €0 YCIYTH IO MEePEChIIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOLIEHHM, KOTOpBIE pacHpeiessiioTcs B KOMIBIOTEPHOH CEeTH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIETYIOIIHUM oOpa3zom:
UMS_TIOJIb30BATEII(@UMsL_JOMEeHa. Takke KpoMme TMepeJadyd IMPOCTOro TEeKCTa, HWMEeTcs
BO3MOXKHOCThH TepeaaBaTh (pailibl.

OcHoBHbIE COBETHI 110 0€301acHO paboTe ¢ INMEKTPOHHON OYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIE TOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHHTE;

2. He yka3biBail B TUYHOHN mouTe NU4HyI0 HHpopMmanuio. Hanpumep, nydiie BoIOpaTh
«My3BIKaTBHBIN _(panaT@» wim «pok2013» BMecTo «temal3y;

3. Hcmonp3yi IByXdTalHYO aBTOPU3AIIMIO. DTO KOTJa TOMUMO MapoJisi HYy’KHO BBOJUTh
KOJI, TpHUChIIaeMbIil o SMS;

4. BpiOepu CHOXHBIM Mapoib. [ KaXIOTro MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOU
HAJICKHBIM, YCTOMYMBBINA K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOXHOCTh HAamKMCcaTh CaMOMY CBOM JIMYHBIA BOMPOC, HUCIONIB3YH ATy
BO3MO>KHOCTb;

6. Vcmonb3yil HECKONBKO IMOYTOBBIX SIIMKOB. [lepBbIi Uii YacTHON MEpEenucKd C
azpecaTaMM, KOTOPbIM Thl JIOBEpsielllb. OJTO OJJIEKTPOHHBIM aJpec He HaJo
MCIOJIb30BaTh MIPU PErUCTpaluu Ha Gopymax U caiTax;

7. He oTkpeiBaii paityipl u ApyTHE BIOKEHUS B MIChMaX JaKe €CJIM OHU IIPUIILITH OT TBOUX
npy3sei. Jlydiiie yToO4HU y HUX, OTIPABIISUTH TU OHU TeOe ATH (paiiisr;

8. Tlocne okoHYaHWsI paOOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKH C CATOM
He 3a0y/b HaXKaTh Ha « BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo

KubepOymmuur — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOpPOJICHUS,
arpeccuio, 3alyruBaHue; XyJIUTAaHCTBO, COLMATBHOE OOMKOTHPOBAHHE C TIOMOIIBIO PAa3IMUHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00PBHOE ¢ KHOSPOYIITUHTOM:

1.

N

o

He Opocaiicst B 60ii. JIydmmii cmoco0: mocoBeToBaThCS Kak ce0si BECTH U, €CIIU HET
TOTO, K KOMY MOHO OOpaTUTbCA, TO BHayajle YCHOKOUTHCA. Eciu Thl HauHeUIb
OTBEUYaTh OCKOPOJCHHUSAMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBIINe Pa30KKeIllb
KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanueii;

AHOHUMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu xXynuranckuit 06pa3 BUpTyalnbHOM xu3HU. IHTEpHET dukcupyer Bce
TBOM JICHCTBUS U COXPAHSCT UX. Y IaTUTh X OyJeT KpaiiHe 3aTPpyJHUTEILHO;
Cobmroait cBOi BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHIYHBIN HeratuB. OHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHUS Ty dIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuH;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSMH, B COLIMAIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeeHHbIX
a/IpecoB;

Ecnu Th1 cBugerens kubepOymimnHra. TBou [NEHCTBUSA: BBICTYNUTh IPOTUB
IpecieaoBareisi, NoKa3aTb €My, YTO €ro JeWCTBUS OLIEHHWBAIOTCS HETraTUBHO,
MOAJEPKaTh JKEPTBY, KOTOPOM HY)KHA IICHUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Mobunvubiit menegon

CoBpemeHHbIe cMapT(OHBI U MJIAHIIETHI COJIEPKAT B ce0e BIIOIHE B3pOCIbIN (PyHKIIMOHAIL,
U TEnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHAPHBIMM KOMIbrOTEpaMu. OJHAKO, CPEICTB
3alUThI AJ1s TOJOOHBIX YCTPOICTB IMOKa OYeHb Majio. TecTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak i 1K, To jxe camoe kacaeTcsi 1 MOOUIIbHBIX MPHIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl yxKe MPAaKTUYECKH JAOTHAIM HACTOJbHBIE aHAlIOTH,
OJIHAKO pacHipeHne (yHKIMOHAa BjeYeT 3a CO00M OOJBIIYI0 CJIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI s 0€30MMaCHOCTA MOOMIIHLHOTO TeledoHa:

1.

ok w

Huudero He sBnsieTcs no-HacrosemMy OecriaTHbIM. by b ocToposkeH, Beab Korja Tede
npeajaraT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHWe-TO IJIaTHbBIE
yCIIyTH;

Jymaii, npexne ueM otnpaBuTbh SMS, dhoTo mwin Buaeo. Thl TOUHO 3HACIIB, TA€ OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamumMo 0GHOBISATE OMEPAIIMOHHYIO CUCTEMY TBOETO cMapTQOHa;

Vcnonb3yi aHTUBUPYCHBIE IPOrPaMMBbI 17151 MOOMIIBHBIX TENIe(OHOB,;

He 3arpy»xail npunoxeHusi OT HEM3BECTHOTO UCTOYHHUKA, BEJIb OHU MOTYT CO/EpKAaTh
BPEIOHOCHOE NMPOrpaMMHOE 00ecTeYeHue;
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6. Ilocie Toro Kak Thl BBIHCIIH C CaiiTa, TJ€ BBOJAWJ JHYHYIO HH(POPMAIIHIO, 321 B

HacTpolku Opaysepa u ynanu cookies;

[epuonnvecku npoBepsiii KaKue IUIATHBIC YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. MaBaii cBOif HOMEp MOOMJIBHOTO Tene(OHA TOIBKO JIIOJIM, KOTOPBIX Thl 3HACIIb M
KOMY JIOBEpsICIIIb;

9. Bluetooth momkeH OBITH BBIKIIIOYEH, KOTJIa THI UM HE MOjib3yemibes. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH 3TO.

~

Online uepot

CoBpeMEHHBIE OHJIAMH-UIPBl — 3TO KPACOYHBIE, 3aXBaTbIBAIOLIME pPa3BICUYCHUS,
00BEAMHSIIOIINE COTHHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccienyoT JaHHBIA UM MHUP,
00IIat0TCs IPYT € IPYTOM, BBINOJIHAOT 33aHUs, CPAXKAOTCS C MOHCTPAMHU U [OJIy4YarOT OIBIT. 3a
yIOBOJIBCTBHE OHM IUIATST: MOKYHAIOT JAUCK, OIUIAYMBAIOT A0OHEMEHT WM MPHOOPETAIOT KaKue-
TO OIILIHH.

Bce atu cpenctBa uMIyT Ha MOJJAEpKaHME W pa3BUTHE WIPHI, a TaKXKe Ha camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMbl aBTOPU3AIMHU, BBIMYCKAIOTCSA HOBBIC MaTYd
(undpoBbIe 3aMIaTKU AJISl IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIMaCaTbCiA HE CTOJIBKO CBOUX COIICPHHKOB, CKOJIBKO KpaXu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETBI 10 0€30I1aCHOCTH TBOEIO UTPOBOI'0 aKKAYHTA:

1. Ecnu npyroit urpok BeneT cedsi II0Xo WK co37aeT TeOe HeMPUATHOCTH, 3a0JI0KUPYil
€ro B CIIMCKE UTPOKOB;

[loxxamylics agMUHUCTpAaTOpaM UIPhl Ha IIJIOXO€ IIOBEIACHHME JOTOr0 MIPOKa,
KEJIaTeIbHO IPUIIOKUTh KaKHe-TO 0KA3aTelbCTBA B BUJIE CKPUHOB;

He yka3bIBail nuunyto nHpopmaluio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uuaabHble TaTYH U MOJIBI;

Hcnons3yit ClOXKHBIE U pa3HbIE TAPOJIH;

Jlasxe BO BpeMsl MI'Pbl HE CTOMT OTKJIIOUYaTh aHTUBUpPYC. Iloka Tl urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

N

Noohkow

Duwune uiu Kpaosica TU4HblX OaHHbBIX

OObIYHOM Kpa’kel JeHer M JOKYMEHTOB CEerofHs y»X€ HHKOro He yauBHfilb, HO C
pa3BUTUEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH IEPEMECTHJINCh B  HMHTEpPHET, U
IPOIOJIKAIOT 3aHUMAThCSA «JTIOOMMBIM J1€TI0M.

Tax mosiBUsIach HOBas yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TJaBHAs IEJb
KOTOPOT'O COCTOMT B MOJY4YE€HUU KOH(UICHIMATbHBIX JAHHBIX MOJIb30BaTENIe — JIOTMHOB U
naposeil. Ha anrnuiickom s3pike phishing unraercs xak ¢ummsar (ot fishing — priGHas o,
password — mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecim TBI momo3peBaelib, 4TO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOLIUTH aIMUHUCTPAaTOpaM pecypca
00 9TOM KaK MOKHO CKOPEE;

2. Hcnonw3yii 6e30macHble B€0-CalThl, B TOM YHUCIIE, UHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;
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3. Hcmonp3yit cloxkHBIE U pa3HbIe Mapoiu. Takum oOpa3om, eci TeOs B3JIOMAIOT, TO
3TOYMBIIIJICHHUKH TIOJIy4aT AOCTYI TOJBKO K OJHOMY TBOEMY MPO(QUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B310OMaI, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBjeHbl y TeOsl B APY3bsX, O TOM, YTO TeOsI B3JIOMAIU U, BO3MOXHO, OT TBOETO

UMEHH OYJIeT PacchlIaThCs CIIaM M CChUIKU Ha (DUIITMHTOBBIE CAMTHI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHHUE Maposst B Opaysepe;

7. He oTkpsiBail (aitiibl U Ipyrue BIOKEHHS B MHUCbMaXx JaKe €CIM OHU MPUIILIN OT TBOUX
npy3sei. Jlydie yTouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

o o

Lugpposas penymayus

[udposas pemyranusi - 3TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMAIMS B CeTH O Tebe.
Komnpomerupyromas uHpopmanus pa3MelIeHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU xu3Hu. «L{udposas penmyranus» - 3TO TBOW UMUK, KOTOPBINA
dbopmupyercst u3 nHpopMaiuu o Tede B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6LI, TBOC (1)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTH XapaKTepa
" pacCCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K IMyOJHKAaIMy JTUYHON HH(pOpMaIu B
WuTtepHeTe, He MTOHUMAas BO3MOKHBIX ITOCIeACTBUHN. ThI Take HE CMOKEIIb JIOrafaThCsi O TOM, 4TO
¢dororpadus, pazMenieHHas 5 et Ha3aj, cTajia MPUIUHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeMcTBUsI MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yJanulllb. Thl HE 3Haellb, KTO COXpPaHU 3Ty WH(pOpMaIHIO, IoTaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a IJIABHOE: YTO IMOAyMAarT O Tebe
OKpY’Karollee JIIOAM, KOTOpble HAlAyT M yBUIAT 3T0. HaliTu mHpOpMaLnio MHOTO JIET CIYCTS
CMOJKET JH000M — Kak U3 JoOpbIX NOOYKI€HUH, TaK ¥ C HAMEPEHUEM IIPUUUHUTE Bpell. ITO MOKET
OBITH KTO YT'OJTHO.

OcHOBHBIE COBETHI M0 3aIIuTe HU(PPOBOI pemyTaluu:

1. Tlomymaii, mpexnae 4eMm yTO-TO MyOJIMKOBaTh M mepenaBaTh y ceOd B Oiore uiau B
COILIMAJIbHOM CeTH;

2. B Hactpoiikax nmpo¢uiis ycTaHOBH OTPaHUYCHHUS HA TIPOCMOTP TBOETO MPOQHIISL U €T0
COJIEPKMMOT0, C/IETIal €ro TOJIBKO «UIs ApY3ei»;

3. He pa3memaii 1 He yKka3piBail HHPOPMAIUIO, KOTOPasik MOXET KOTO-JTHO0 OCKOPOJISITH
WJIM OOMIKaTh.

Aemopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHBIE NI0JIb30BaTENN IIU(PPOBOro npoctpaHcTa. O1HaKo
JTAJIEKO HE BCE 3HAIOT, YTO IOJb30BaHWE MHOTUMHU BO3MOXKHOCTSIMHU ITUGPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTEIUIEKTyallbHAasE COOCTBEHHOCTHY» OTHOCHUTCS K DPAa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIyTM , M 3aKaHUMBas KHUramu, QoTtorpadusimMu, KUHOPUIBMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

ABTOpCKHE IIpaBa — 3TO IpaBa Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS
HayKH, JINTEpPATypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaUE€CTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, JacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY[a, MOJYyYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCIIOJIHATD, I0KA3bIBaTh/UCIIOIHAT B 3pupe UK pa3mewiats B IHTepHeTe.

Vcnonb30BaHue «IUpaTcKoro» MporpaMMHOr0 00ecriedeHusl MOKET MPUBECTH K MHOT'UM
pUCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKM TBOETO YCTpOMWCTBa, Ile
YCTAHOBJICHHBII He JleraiabHas nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE IPOrPaMMBbl, KOTOPBIE MOXXHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOW TJIABHBI COBETYMK B CETH. 3/1eCh Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIIHBIM $I3bIKOM, a MPU BO3HHUKHOBEHHH KPUTHUECKOMN
CUTyalluu OOpaTUTHCA 3a COBETOM. A TakyKe MPUHATH y4acTHE B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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